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Reducing Insider Security 
Breaches with 
Visitor Management
Anyone who gains physical access into an organization can exploit security 
weaknesses and cause millions of dollars of damage.

77% of US businesses that have su�ered between 1 and 5 separate incidents of data 
loss, leakage or exposure in the past 12 months.

$141 is the global average cost per lost or stolen record.
(Cost of Data Breach Study by IBM and The Ponemon Institute)

34% of security incidents are attributed to insiders, including trusted third 
parties & employees.

How to reduce insider security breaches:

“Between human error and malicious insiders, time has shown us the majority of 
data breaches originate inside company walls. Employees and negligence are 
the leading causes of security incidents but remain the least reported issue.”

– Experian Data Breach Industry Forecast

“The world of business is becoming more uncertain, as with new system architectures 
come new cyber threats. No longer can the mechanisms deployed in the past be 
relied on for protection”

- Nick Gaines, Group IS Director, Volkswagen

Link physical access control and digital security
• Have physical access control on all entry and exit points

• Integrate control mechanisms with a visitor management 
system (or another digital solution)

Create accountability
• Foster a strong security culture in your organization and 
emphasize the importance of signing in and out

• Run reports of people’s movements in and around your sites

• Ensure all visitors are screened before entering the premises 
and assigned a visitor badge that prevents them from 
accessing o�-limit areas

• Use your visitor management system to control access 
permissions (in and out of your site, between zones, or from 
site to site)
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